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-  BEIEEmEREREINER, BEULE7~10,

7. BE “ERERER o

8. TEMHAVINEEFIEIFENR “tem_001” HE “TE” IEHIRE “E”
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“PMY” AhEIEERE MY o

EIRARANNY, ERAYISONBNHENANRE, HENEEREE, &5

SBEMMTEEHARNBTHNETE . E£MASONEREENFTHH AR ATEMA
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3.5.4 AEBEHERER

Brin=

HEERIEHRRIEERN . MIREELAHRIHEREFE, FEHXFEERFEZIX
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B ERRIREEHER, KENEEMNEREIREENINAISHIE.

HEWRIREISEEEBMIETHE, R FTEYLUREARRRIMY IZERREAME
Ro BMEIRSIR T EEBUNECIE— DefaultiEli , HIRBERISIEXEERT,
AREIDSGT B RESEFERBTR FEXINAIMENR, IR NAIIRIRATF
;’f* NIRAFERIADefaulthytEtR . INRIZBRERIDefaultMYAIRIR, BARIFAIZZ
SR

HEFERFERELERN, ISZXETTLEERERER.

£ “RIRERT B, MNRRER, EEERRT ‘YT, E “RIRRET

EPMNEIRAS, SHRBINERS-1P7R.

& 5-1 QIEEIHRRIRSH0R A

2% 18

RiRBZR BIEZRIRIRETR, ARITBEENXER, FET:

o REEEAFHE, HF, EEE()MTUZL(Q),
B FF L

o BIRKERSITE-64FTIZIE

o —EEIREREEBIEN.

REEUTE
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iHSIBANARSS

5z =12 5 HEEIREE
e ol
Y IREIEFZERESH R ITARIN SRR, EiR—BEER

BEBIEX .

EUESEE9: Default. f8{5. HTTP. HTTPS. FIHB4.
}dg}i&lﬁ%ﬁiﬁﬂ “Default” . WNRAPAIEFIMY, WEFERBIA
BIRNE BRTBEENXERAR

BLADHER SFEIEENR . EFERZERAIXHER,
PRI D E R EARS . {0oxdFRIxxxREEEEXEE
g, NEFH. HF. -. #_, BVRBEXEFE. N\NBEFE
S FFL, FEEEII211MNFER

BIRAEEARNT:

o IEIRAB(HIFA N AIER .

BIRABREENT,

iR AA/NESZH256KB,

BIRASTRIFRS2561 (HTEEEN) 7%, XEEF
ﬁﬁﬁgo/\o

RXHER, BMRERIFIIEARINAKB.

FlanE R MEE eI EER
- ERBFR: “tem_001”
- PMY: “Default”

-  IEIRAZA: “The Arts and Crafts Exposition will be held from {startdate}
through {enddate}. We sincerely invite you to join us. ”

7. BE “BRE”
FEZARIRE B ERE A ERTIRS .

(ERUEL
. EHBEIRREEIRTIRR, EREEENE R ERER.
2. Al “EMET R BT, B “EIRNET .
ERIENR

. EERERIRRERERSIES, EREERIRAEERRER,
2. BEAM “BE7 =0 “WR7, mARRZIEEER .
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FFisr 6 IRELE

6 BPRETE

TR

6.1 SIERFFERER SMN

MREFEXNEAEHNSMNE TEHRMIRERE, SaLUERR—SMIAERS
( Identity and Access Management, f&#RIAM ) , BIIAM, EaTLA:

o IRIBRAAIIVSSAN, FEERIKSH, Akl PARREEREES IR T RIZIAMA
F, itRTHEH—REEIE, FERSMNER,

o RIBEVWAFRYEREE, REAFFRILIANR, LUXEIARZERIRIEE .

o SMNRFEZRIELELW . SHHEMKSHERRS, XEKSHERRSHT
LURIEI BRI Tz

IRKSELEBRECRER, FHREUEMIAIAMAR, SRILIEASET,

IRERSMNIRSHIEEINEE.

RETHENENBRERNGE, BIERENES-1Fx.

LRFERNZE, BETRAFPERTLIINASMNIIR, FEESEIRFERETIE
B, SMNSZHIRFNIR, B2 1.5 NREE, NREFERSMNZIMIEE
ARSI, IAMSZIFIRSSRIFMBIRIES WAIREE .
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iHSIBRNIARSS
FFisrm 6 IRELE

BRI
6-1 AAFIET SMN BURRIZ
a:l;w'-uf_n

HHE®

BERFRHRARFH

R PEFRHITIFIR

1. CIZRPEFEN

FIAMIZFIGRIZAFAE, FHEFHEBIHRSR “SMN Administrator” .
2. SIERFHIARRSE

FIAMIZFIGRIEZAR, FRBEIMANTHEIZIBERE,
3. RAPERHGIENR

FRENAPEREHE, RSN, JGIEFNR:

- 1F “IRSBAIERT EFEREANRSS, HASMNAY “Q2EE>EEC mE, B
THELEA “CIEFER” , BACIEER, WREIFBEFIKIN, ¥ “SMN
Administrator” B4,

- “RBIIRT PEERERBRRSS (RIRSRIMRNEESMN

Administrator ) B9E—RSS, WMREBTERARE, TR “SMN
Administrator” 243,
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iHSIEAIRSS
FFisr

7 KT FcER

7 s5va

AMERIRRAE, FalRE TSRS ZRAEE, MHAFPRNRFHENSEM IR

Ho MERSULUEIESOaRERRS:E. SORRER
MRS RFEHIRFIT AR EERTER, ERILIRIST KB

S EEHHIEE?
1. BREBEHE

2. BENEALMAR “My Quota” ElfR .
REHN “IRSSECE WM.
3. EALME “BRSSECERT WE, EESIMRFENSEMNERBER.

NRARIECE A BERH B SZERK, BESEREIRIE, HIBFT KECE.

AT RIS KECER?
BHRIRFEANZIFELEREIAN . NEFZRAERH, BHKRIZEE
J Ltva%, ZtHET:TEWITF
BERRWFEEEHS, EALAREAFE, &F “BRIEIE” ,
i’ AEHER CHES .
o FEEMER, 81 RSA. Edizksl. FEAVEEIE.

BR,

£ “BRRIE
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iHEIERIRSS
FFisrm 8 & iaJRR

8 s

3
&

8.1 iHRIBEAIRSBMLEME?
BRSO B T =5
¢ BEEMUEREAANAF AL BRSSO
. EREREEEARWIT RIS S,
. HEEMESBAEL. FIHKE.

8.2 BB B MRS ISR E MY A HREE?
HOEAIRS IO U . B . HTTP? F0 “HTTPS” %,

o HBHT : HELARFEMERIUAEENTAYERREHELE o
o ‘HEE: HELEEXAERAEENTHEIESE.

e “HTTP” . “HTTPS” : HELIHTTP/HTTPSIERAIF XA EZITIRAIURL, B
BIR ST IF A Z = 2 M PIEE

8.3 HEBHIRSNERZFRE MBIV EK?

FREBAMELERIBESERS-1,

8.4 81 FFPALIBIEZ D1 E-R?

EFAFENAREJE30001E=—R

8.5 BN TRmZ i/ O MTREE?
BIEMELATZRIN10000M T HE
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iHSIEAIIRSS
FFisr 8 & iaJRR

8.6 ALl F A MZ/ LEEHE?

EEBTRMERRBIRE.

8.7 81 FFPALIBIEZ D NERENR?

EAFEIARTEIEZ 100 NBEEEIR .

8.8 BN ERAEEZIFEI SFHMERIMGHITITI?

BN EBSIFZMMERIMNEN , BERIIFHTTP/HTTPS, BMHLARIGEERINY

8.9 XA BIBEES AJ LAZEHIFreIZRI TR P S IFHE D
i¢?

BT ERERINANRE .

8.10 1JH&imtbtaT LU{E IS ?

1] RIS THZ . SIRFBEEREAN M TAIT AR sttt ATHERERERY
188, BEFEZER FEETRMY ARSI NART YR o

8.11 2&a0RERFIIER?

ERMRNHEETRERER

8.12 EBSRIERFEREXENTHNZRT =7

SMNRIZinTI SHEXHER, ERFEHINUEA, HMRIERSIXERIRIEE. R
FSERHEBESLIIEE, BREZRESERSMNIRSS .

MR R RALUSE, HREHRSSHEREREEENTRRIR TR,
WRTRRIRT RGEEE, HRBHMRS S AIEEMAYEERFEIXMAYHE SR
PIEER, FF PRAIR. IIRAEEKBOREEIONR, HEBEEER, FBR7FE
KMRGERS, BASERAFPAE “HERERW” AIEXER.
KWRYEEATPRYE SR BRI AR RER, BEURTEMATESMTIANHS

E. —BREEHNEZAMESR, INREMEEMIIFHIRETRS, NSE—XKZ
R

8.13 B EE SN TREKRIZ DiR?

BEHBRSIOTHEREITR, MNEMNKRREIREHIEIESBEERIIER.
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iH B RIARSS

e 8 B
8.14 MEFEXERE, 1TREAMTAL ﬁ llﬂZ:’ﬂJ% 2?
TR AR E S, HANSSTT ., BARRRERSRIATAREE

W=E
MTHIEERREEHRI=E, EEEINEERERMENNIRER.
ANRABATRERERIGRIR, BEXRASHF o

SN
o MRAVTFMANERE, BNEHIERI=EIIER.
o MRFBHSBIEE, BESCHIASTAITRIA, BHERZERE.

8.15 i'aH/AﬁHP}%B@UE’\JEM’-“FEPhL%%Eﬁ?

B3 HBFEAESENRIFIZAIBSFA, BUAZLEBRIMInternet FEE R, SEEM4HERT
,£4|_T, EEEAECRIMETRERITEN THERRIREEERE R

LABBFEOutlook201 kR AZEFINMIIR E 1T B T B R T8 . BRSNS
1. $JFOutlook, BEE LAY “XH” .
2. HE GV, BE BN, FTFHEIRFE.
3. BE “BEEHhLT, BEF “EEPOCRE”
HEN “EEFC” RHE.

{FETERIEF T HTML EEFEREET Outlook 2RSSR FEAETER.

(REIEEFA. HTML EFEERHBRTTER Outlook NENMRSHETEER. LIEAFRS
R FHEMHEAIERIE, BREER AR S IIREMEN B R,

TR
SRS BRI

==

ol HTML EETHEHEE RSS TAPMEL (D)

SR AR S RATIRTE A AT AR ETE R

Boae 2R

ERE

. SN T2 AR

RERE S
FLiF RSS MEHHITER)

FEiFM SharePoint TSt M5B
=5

Pﬂ
FIHJ
nff

EREESEFHLNT FEAEIAEES

B ENEEEEES HTML BT nEs

wE i

4. £ ‘BT TmE, BEYE B85 TEREHTMLEFHM4ERSSIRAY
ER”, BE “HBE” .
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FFisr 8 & WIaJRR

3k

BER »

EEENERE {RAIEESAEFTIT HTML EEFER4ET Outlook EEERTENETER.

FAET I E TP HER TR AR, HTML EFEEaERTER Outlock \EMBEETEES. USRS

T SPEERETTRAEALHRIE T ERE, ET SR RS R B
B e ER 'jg*jz SR HTML BT ESi4EL RSS MBI (D)

=R

ERE

F=EE

EoTENEEESEN HTML BT ErsER

AR
HEHESETENSRTER “WERERITEN FTHERTIRE” -

8.16 INIRENFAFHIMKS ID?

EREEEHA.

BEAEABRETH ‘BEXER" .

EENMERRE, BE ‘EERNELE , EAFRREIERE,
ERFPERHIREAEFA “KSID” .

M w N =
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A BF=R

A fyR

A.1 JSON &= ;8215408
JSON &= {45RA

JSONMENFEARA BB FPENARRRNTRERELXAEIGESR, BaisgiFaotimyY
Default. SMS. HTTP. HTTPS. email, EdDefault2%45RH, EmaillIARB LA
HMEERRITIRE , HEMMYORITRERR:

{
"default": "Dear Sir or Madam, this is a default message.",
"email": "Dear Sir or Madam, this is an email message.",
"http": "{'message"'Dear Sir or Madam, this is an HTTP message.'}",
"https": "{'message':'Dear Sir or Madam, this is an HTTPS message.'}"
"sms": "This is an SMS message."

}
R DefaultiR ENBAEEAS, MTHFHRITREREBIREBNERRS .
UTRPIRIBRTREERBTRKESRSE, BEESRENTAER, HFAHTTP,

Ny I

HTTPS. Email. ZEBIHGITEUEI"Dear Sir or Madam, this is a default message."fY
RS, MSMSERANTIFEZEWEI “This is an SMS message” .

{
"sms": "This is an SMS message.",
"default": "Dear Sir or Madam, this is a default message."

}

JSON &= 495k

[ iﬁEJSON@ﬁEXO
o JSON#EZ H /A DefaultifHi o
o  ENISONBERRIK/NAFEIT256KB,

JSON JHRIE

EEARRMY, EAYSONBRBEEINANARE. ISONEXBEENZDHEEE
BEPETNEES. WG5S, =K. BE. IMNSTIIEERNBRITFETH. 2iF
FHITERXLURNEE “This is a default message.” 34,
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iHRIBRIARSS

FAF{5rs A B3R
JHE: “This is a default message.” , HEARBEE26MNFEDT,
MNEE, &MY, EISONERRY, RABIALER DefaultiMYATHER .
"default": "This is a default message.",
"protocol1": "This is a default message.",

"pro

tocol2": "This is a default message.",

11 DefaultM¥IN_EAFIEEAIMNY AL, 1IEHIN,

HEAEEEEFTE:
o BMIHYAGEREE3INTT, ENDHHY: 3x N =3N

o BEMNMNATEEEEIMNEIS, ENMMY: 4 x N =4N

o BMIMYRTEEEEITES, ENMMY: 1xN=N

o EMIMVATEEES1EENSThis is a default message., FENMMY: 26 x
N = 26N

o EES(N-1)1:1x (N-1) =(N-1)

o MEE(N+1T)DM: 1x(N+1) = (N+1)

o RS2 1x2=2

o MYBIR default 19~ 7x1=7

RN E T

o IMUBIRHTITP 14 4x1=4

o MYBFRHTTPSIA: 5x1=5

o 1tHNZFR email 17: 5x1=5

o 1tHNZBIRsms19: 3x1=3

A1t 36N + 9 + IEFERIMNYFTIEL
BN, EuEFET “HTTP” ( “HTTPS” #0 “email” 3 MY, HEAAIHESUIT:

"default": "This is a default message.",

"email": "This is a default message.",

"http": "This is a default message.",
"https": "This is a default message."

}
AN_tDefault, MINAYES4S, SERAIISONER
o [EEFTH: 36 x4+9=153

o PHMYZFRHTTP14: 4x1=4

o PHMYZFRHTTPS 14 5x1=5

o 1tHiNZFR email 17: 5x1=5

&it: 153 +4+5+5=167

A.2 1EtRsTUHRIRER

FRHTEAT:

IR ESIEE RS RAOES, AILUB tagly S A IR .
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FFisr A B

BIEERAIERS, BEEA/NRIBIT256KB, EiREEEIN AR
{

"message_template_name":"confirm_message",
"tags"{
"topic_urn":"urn:smn:regionld:xxxx:SMN_01"
}
}

& A1 BEIREIUE RS H0RA
28 kil

message_template_name | IRIREIR, FHEAT, BIRBIRAILUEEEEIRSIE
FRIREY, BIRFTR T EYAE— DefaulttMYAvE
&, 2B EAIEIR R Defaulti&Eli .

tags BB EFRE, ERSR TEEAREE
R, FAENERITAStagsA—E, FAFEIGEEE
FrBRYtagir&sEBiEEtags, B2 — N jsonmapXd&

A.3 A EMYGER1RBB
RERGTIAN R EIE S B AN A AR,
o HMEFIHTTP(S)RBKEINEEES: HEEH. HERSHEETIDEE.
o TEABEBKIIEERESEERS.

A4 T IEfI AR AR

AT EFHRPTEEHTESNE, ZFE3NMNTR ST AR RHET
Tz miERBEERT Ml ST AR R ER T EISERAPIAEITH
HINER . RIEARRIMMNERERRERE:

o WF—PEMRTHEE, 1MIIRSATFRE20RITFHAER, 2RESRITR
EAORIT A, MNREBIIXNENE, BF7TRZARISHX BT RE RIETT 55
IABRE . ANRXMERETIHEX N RFRIEASEREHET TN, ZRIRREM
MEBETES

o WF—REEITHE, 1MIRSATFREIORITEHBAER, 2RESRITR
E200RIT A, MREBIIXNEE, B7TRZARSZDNFHITRE RIEVT 5
i)ﬁg%o MRXADFHTIEXNAFPESASRE T THA, ZBBYREMN
MEBEEEE

o HF—AHTTPSITHE, 1058 BSANFRIE200/TIIABE.
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i A BIF
A5 1ERUEMES SMN OIS X R
F A-2 IERURMES SMN OIS XK
TR EOBR =O1hee
SMN:UpdateTopic UpdateTopic (B ERENE, BHRl
(X3Z#5EeL topichY

display_name=Eg,

SMN:DeleteTopic

DeleteTopic

MIBR— N ERUAR ERY

FrBiTiR%E . MibkTopic
BEA R SERIEX

BB LiEBHIXSZ

TopicAULTIEE -

SMN:QueryTopicDetail

QueryTopicDetail

BEigTopicRUFMER

SMN:ListTopicAttributes

ListTopicAttributes

BHifTopiclIEHEEE.

SMN:UpdateTopicAttribute

UpdateTopicAttribute

B TopiclE M.

SMN:DeleteTopicAttributes

DeleteTopicAttributes

IFRERF B Topic/E4E .

SMN:DeleteTopicAttributeB
yName

DeleteTopicAttributeByN
ame

?ﬂiﬂﬁfﬁi‘éﬁ% REYTopic/E

SMN:ListSubscriptionsByTop
ic

ListSubscriptionsByTopic

D TEREYFE AT
I, 1TR5RIZER
IIFeUEER R TH =
HEZ . S IREERLUE
EoffsetLAKlimit, &
RIEEFAAREFEITH
&, RE=TFE,

SMN:Subscribe

Subscribe

FgETopiciRin—MT
FE, FailRERE
—MEIARBER . 51T
FE T
ConfirmSubscriptionffa
NG, 1ZITRE 78U
Bl TopickBHIEE .

SMN:Unsubscribe

Unsubscribe

MIBE—A1T5d, 1TI9FE
BENT MR, (6T
& E XA ERRATH
BETLMER, MIPRE
SXEDFITHIA
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PSR A B35
FEBURME EOSIR EOIhEE
SMN:Publish Publish BIEERIXLE TopichIFR

BiTRmR . HiREHE
SIDHY, ZHEEMIR
FHARSIIEEIEX
LEFANTIE . HE
B, BRTFIZERE
— T HERIEAN
o

A.6 HTTP(S) w13 = fE A

A.6.1 HTTP(S) 8w 15 =~ {ERRHIE T

Mizi] AR imAMmEE, HRENRSBNAZKES, BPTLURKEIRIRESE
FMBRSS RZIEZEHTTP(S) RiIghTEEHD MM, SESEEMISEER . E1EEH

BRMEATRIBEMEGETRER, WEXEBRHXER . AFEBEKEINELZER
BEWILLAHE, PR EELINEEN,, HEANEELERNSHEEESEXRN
=519,

A.6.2 HTTP(S);BERR

o (S
A ER

RWISMNARSS &ZIZRIHTTP(S)iHERT, SIRIEBRICNZIRESEAIGE, BPOHEE
FRABESHhttpsiHE AIE LM .

HEIASMNARSSEHTTP(S) Rim KX HBRISIN, S LABEEELIMERPIIERSE
BIRXHEEE . HESINEE: HTTPS)ITRAEERIEN. HTTP(S)HEXER
BIREZLFIHTTP(S)BUHIT IR BRI =FiE RS0, HTTP/HTTPSHMIIIIPOSTIS
o

HSMNRSEHTTP(S) Rin AL EHERY, LEPEIEBRX-SMN-MESSAGE-TYPE, X-
SMN-MESSAGE-ID, X-SMN-TOPIC-URN, X-SMN-SUBSCRIPTION-URN, #0ZEA-3
Fizo
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FFisrm A B

% A-3 EE HTTP L2 ¥05AA

B ol
X-SMN-MESSAGE-TYPE HERE, [BEXRESIIE:

e SubscriptionConfirmation
e Notification
e UnsubscribeConfirmation

X-SMN-MESSAGE-ID HEHE—FRR,
X-SMN-TOPIC-URN FRO—RR, FRERIFEAER,
X-SMN-SUBSCRIPTION-URN VIRZiRRIE—FRR .

HEHTTP(S)HEXERFIHTTP(S)BUEITIRH
2h, REIFER,

MR

K FHTTPLERFERAYISAR :
e RFC 7230 E&%3.2F0#1E, HTTPLAIPPFRERZHAXDANS .

e RFC 7540 E38.1.208E, WFLIFHTTP/280IRSS %, LPFREEEEH—H L/
5,

o WTFAFEEXAIHTTPLEFE, SMNtISRA_ LIRRILIESRE .
o FAFIIRMHTTPERFIREEXFER, BINRARXDKNERISG .

HTTP(S) 1T AEIAE RIS
RINHTTR(S)ITILRIRLUS, SMNEEITERIREX— S TEMANEE, TS

RHERIHTTP Content, BRISONBINHI=FTE, HpEiEsubscribe_url{E, 1T
INEEGETiEKsubscribe_urlitiib# TN, B{FISONZERIRBBAIFRA-4FA

% A-4 HTTP(S)iTIAMAE AR S H0HEA

25 5i8H
type JEEZEAY SubscriptionConfirmation
signature TAER.

BEZFERBIEmessage, message_id, subscribe_url,
timestamp, topic_urnflitype, BEAZZEERN, 55
)'_IL;A.G.3 &gm;ﬁ:gﬁg o

topic_urn FHEE—IRR, FBEAEIER.
message_id HEE—RR,

signature_version FBE2HRAEE, BriEVi.

message 1TIREIATR BRYHIA o
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FFigrg A BSR
2H 5i8H
subscribe_url W RAFZZ1EE8IURL,
signing_cert_url BT EEXZRNEBURL, FEBEN, aJEEHE,
timestamp BEFE—IRAIXRRTEE

HTTP(S)iTiERAE RGN T :
{

"signature": "ViE96uGbBkl
+S8eWqgebi5KdmRht2U8+Rs88yuyMHq1k4h3jUkcDZ6HCqTqdp)8nrLcdqETyyEiOQyTsz)dU05z
+LhfE8jerCCdSbL4zelnVkydHhOkcCRWmMORye0/EuQ/gLC1UIXwvUsqbUCPNBRhNFXOeXMOPPCzK
+d04xjy4QHd1H/bHxgsY3AlTe0gCFT068Zru70K6w9aQaY44mXnN3OWGmMBmMoHyFab5TRXLSQNz/9u/
Vj646cQMMal0PPQ30QzGYDOMtzgDZi12m8MTHANMKTEcbLaEgagmaoEnATSpEcspFKNXv2skwk7rsVakMOI
SpMH3+qC6RZhETA2A==",

"topic_urn": "urn:smn:region01:0553db98c800d5192f9bc01232b89622:vpc_status_report_topic",

"message_id": "d86c201092574e71a3ca85826652c58b",

"signature_version": "v1",

"type": "SubscriptionConfirmation",

"message": "You are invited to subscribe to topic:
urn:smn:region01:0553db98c800d5192f9bc01232b89622:vpc_status_report_topic. To confirm this
subscription, please visit the subscribe_url included in this message. The subscribe_url is valid only within 48
hours.",

"subscribe_url": "https://console.xxx.com/smn/subscription/unsubscribe?
subscription_urn=urn:smn:region01:0553db98c800d5192f9bc01232b89622:vpc_status_report_topic:653e212a
43884f7188ca656¢537e31ce",

"signing_cert_url": "https://console.xxx.com/smn/
SMN_region01_b3974c411807498bb532b3cd6cd65d91.pem",

"timestamp": "2019-08-12T722:40:56Z"

}

HTTP(S)#EXiHRRIEI

HTTP(S)LTlﬂéS*“‘Tlﬂﬁ%v)\F, LB EISMNIEXRTGER, TEISHEARHTTP
Content{SE2, B=2ISONE, BAFEIRBINFRA-5FR.

& A-5 HTTP(S)IEX I BRSNS HIR A

S8 15488
type EEZERY | Notification,
signature 22,

BEFEEBEmessage, message_id, subject,
timestamp, topic_urnfltype EAZZEERIE, R
subject R~ fFE, NAESERK, EEIA6.3 REHESE

o

subject HERH .

topic_urn RAYE—IRR, FBRIAERIERR .
message_id HEE—RIR

signature_version BRRAER, BrIZV1.

message VTR B RYHIA
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5z =12

e
28 izl
unsubscribe_url DiGahZsEET LABGE&iRLT R .
signing_cert_url BFEHEEZRIEBURL,
timestamp BEFE—IRAIXRTEE

HTTP(S)#EX B EHAIENT
{

"signature": "ViE96uGbBKkl
+S8eWqgebi5KdmRht2U8+Rs88yuyMHq1k4h3jUkcDZ6HCqTqdp)8nrLcdqETyyEiOQyTsz)dU05z
+LhfE8jerCCdSbL4zelnVkydHhOkcCRWmMORyeO/EuQ/gLC1UIXwvUsgbUCPnBRhNFXOeXMOPPCzK
+d04xjy4QHd1H/bHxgsY3AlTeOgCFT068Zru70K6w9aQaY44mXnN3OWGmBmMoHyFab5TRXLSQNz/9u/
Vj646cQMMal0PPQ30QzGYDOMtzgDZi12m8MTHANMKTEcbLaEgagmaoEnATSpEcspFKNXv2skwk7rsVakMOI
SpMH3+qC6RzhETA2A==",

"topic_urn": "urn:smn:region01:0553db98c800d5192f9bc01232b89622:vpc_status_report_topic",

"message_id": "d86c201092574e71a3ca85826652c58b",

"signature_version": "v1",

"type": "Notification",

"message": "{\"enterpriseProjectld\": \"0\", \"eventTime\": \"2019-08-12 22:40:55.040632\",
\"chargingMode\": \"postPaid\", \"cloudserviceType\": \"xxx.service.type.bandwidth\", \"eventType\": 1,
\"regionld\": \"region01\", \"tenantld\": \"057eefe55400d2742f8cc0017870ceef\", \"resourceType\":
\"xxx.resource.type.bandwidth\", \"resourceSpecCode\": \"19_bgp\", \"resourceSize\": 10, \"resourceld\":
\"e091f1b1-08ef-4e2b-a27e-f85e4c19026a\", \"resouceSizeMeasureld\": 15, \"resourceName\":
\"elbauto_2019_08_13_06_40_46\"}",

"unsubscribe_url": "https://console.xxx.com/smn/subscription/unsubscribe?
subscription_urn=urn:smn:region01:0553db98c800d5192f9bc01232b89622:vpc_status_report_topic:653e212a
43884f7188cab56c537e31ce",

"signing_cert_url": "https://console.xxx.com/smn/
SMN_region01_b3974c411807498bb532b3cd6cd65d91.pem",

"timestamp": "2019-08-12T722:40:56Z2"

}

HTTP(S)BUE T iH 2 RIS

HTTP(S)ITHZIREGEITIRRIAG, KRinEKEISMNEXRIEGEITRAEE, T
EHIAHTTP Content{:.u, ©=)SONE, BARFEIRBINEA-6FTR,

& A-6 HTTP(S)BUHIT5TiE B RSN SRR

2% 15488
type JHEZEAY, UnsubscribeConfirmation,
signature BEEER.

BE2FERBEIEmessage, message_id, subscribe_url,
timestamp, topic_urnftype EAFEZ(EERLE, BN

A6.3 BIHERER .
topic_urn FHWE—IRR, FnpSNAERIER.
message_id HEE—RR,
signhature_version FEBHRAEE, HRIRV.
message EUETT A B2 A0EIA
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subscribe_url BRI ASZSEIRIDAIURL,
signing_cert_url BFEEEZANIEBURL,
timestamp HESE—IRRIERIAT EE

HTTP(S)BGEITIFE SAFBIaN T :

{

"signature": "ViE96uGbBkl
+S8eWqgebi5KdmRht2U8+Rs88yuyMHq1k4h3jUkcDZ6HCqTqdp)8nrLcdqETyyEiOQyTsz)dU05z
+LhfE8jerCCdSbL4zelnVkydHhOkcCRWmMORye0/EuQ/gLC1UIXwvUsqbUCPNBRhNFXOeXMOPPCzK
+d04xjy4QHd1H/bHxgsY3AlTe0gCFT068Zru70K6w9aQaY44mXnN3OWGmMBmMoHyFab5TRXLSQNz/9u/
Vj646cQMMalOPPQ30QzGYDOMtzgDZi12m8MTHANMKTEcbLaEgagmaoEnATSpEcspFKNXv2skwk7rsVakMOI
SPMH3+qC6RZNETA2A==

"topic_urn": " urn:smn:region01:0553db98c800d5192f9bc01232b89622:vpc_status_report_topic",

"message_id": "d86c201092574e71a3ca85826652c58b",

"signature_version": "v1",

"type": "UnsubscribeConfirmation",

"message": "You are unsubscribed from topic:
urn:smn:region01:0553db98c800d5192f9bc01232b89622:vpc_status_report_topic. To subscribe to this topic
again, please visit the subscribe_url included in this message. The subscribe_url is valid only within 48
hours.",

"subscribe_url": "https://console.xxx.com/smn/subscription/unsubscribe?
subscription_urn=urn:smn:region01:0553db98c800d5192f9bc01232b89622:vpc_status_report_topic:653e212a
43884f7188ca656¢537e31ce",

"signing_cert_url": "https://console.xxx.com/smn/
SMN_region01_b3974c411807498bb532b3cd6cd65d91.pem",

"timestamp": "2019-08-12T722:40:56Z"

}

A.6.3 KIEHEESZ

Brin=

ATHREREE, RETHHEA. BUEITRMBERZRINE, BRI FEY
SMNAIZAYESHTI, HERESEITRIAEE  EHESHEHLT HENH
B. EASMNBEEFRIER, SFUBEEZREIERRNGESE

BELR

IIESMNAIERIHTTP(S)iERATRIEAN T :

1. SMNBHRIBGRinT =EZIRIHTTPER, (EEEPXREIIR-EERHTEEN
'LIE; ,~1Z'SE’J i‘IE %%L'fl:llu d’é% %lu\xiﬁjgg%{grl§\o

2. BIHTTPHEAHHIsigning_cert_urBREUIEBAZFAIMENIE, BTzt SREGEEA
B, FFEERMXS09ES,

AR
THIEBRISEEIAZEHTTPSIER, FBEWIE FEIHERSH[ANEBIIEN.

3. MXSO9ERHIRENAE, AFRIENEIE SRR SEMEMFTEM .

4. MWEHSRE, HEEREHBtypeXINAYE, FRAVEERENINARRIZZIE
:Bg_LlIETj__to

5. SIEEEFFH. BHEPIRENELR, SHEERFHFH R, 83—
5—17, 8B—MES—1T, BAINAYMEEZRMGITA T —17.
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% \E:u\xiﬂjxg %15“:&»
1. HR&EH

HERBHGREEL TR, MR subjecth=, NAS5EE:
message

message_id

subject

timestamp

topic_urn

type
NMHEBIERNEZREEEREIWT:

message
My test message

message_id

88c726942175432bac921eafd0036163

subject

demo

timestamp

2016-08-15T07:29:16Z

topic_urn
urn:smn:regionld:74dc9e44d0cc4573adfce91cdfdd3bad:xxxx
type

Notification

AR
B—1MRE—1T, B—NMEL—1T, BPTYNAEEZRSTAT—1T.

2. 1THHEAFIEGHLT

A.6.4 R~BHCHS

Java iES

oAl

T EAFIBEIT RRER RS RE S LA T
message

message_id

subscribe_url

timestamp

topic_urn

type

— M FEIARYE R & RGN R RR:
message
You are invited to subscribe to topic:
urn:smn:regionld:d91989905b8449b896f3a4f0ad57222d:demo. To confirm this subscription,
please visit the following SubscribeURL in this message.
message_id
def5c309cbff44d5a870787ed937edf8
subscribe_url
https://ipitiit/smn/subscription/confirm?region_id&token&topic_urn:demo
timestamp
2016-08-15T07:29:16Z
topic_urn
urn:smn:regionld:d91989905b8449b896f3a4f0ad57222d:demo
type
SubscriptionConfirmation

AR
B—1MRE—1T, B—NMEL—1T, BPIYNAEEZRSTAT—T.

BEE2AA, Hesigning_cert_url, signatureMA.6.2 HTTP(S);BEEE

RIREVAYE, message/FEHENEREE., UTARAULHE, (MitsE,

private static void isMessageValid(String signing_cert_url,

String signature, Map<String, String> message) {
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InputStream in = null;
try {
URL url = new URL(signing_cert_url);
in = url.openStream();
CertificateFactory cf = CertificateFactory.getinstance("X.509");
X509Certificate cert = (X509Certificate) cf.generateCertificate(in);
Signature sig = Signature.getinstance(cert.getSigAlgName());
sig.initVerify(cert.getPublicKey());
sig.update(buildSignMessage (message).getBytes("UTF-8"));
byte[] sigByte = Base64.getDecoder().decode(signature);
if (sig.verify(sigByte)) {
System.out.println("Verify success");
}else {
System.out.println("Verify failed");
}
} catch (Exception e) {
throw new SecurityException("Verify method failed.", e);
} finally {
if (in !'= null) {
try {
in.close();
} catch (IOException e) {
e.printStackTrace();
}
}
}
}

(1 5 8A
f§5FJava 8 lRALUTHIAF, aILMERSE=7jarlcommons-codec.jari#{TBase64fZi

FiG HiRBEFCIESRAY "byte[] sigByte = Base64.getDecoder().decode(signature);"iEE g
"byte[] sigByte = Base64.decodeBase64(signature);" o

MR E ARG

private static String buildSignMessage(Map<String,String> msg) {
String type = msg.get("type");
String message = null;
if ("Notification".equals(type)){
message = buildNotificationMessage(msg);
} else if ("SubscriptionConfirmation".equals(type) ||
"UnsubscribeConfirmation".equals(type)){
message = buildSubscriptionMessage(msg);
}
return message;

}

private static String buildSubscriptionMessage(Map<String, String> msg) {
String stringMessage = "message\n";
stringMessage += msg.get("message") + "\n";
stringMessage += "message_id\n";
stringMessage += msg.get("message_id") + "\n";
stringMessage += "subscribe_url\n";
stringMessage += msg.get("subscribe_url") + "\n";
stringMessage += "timestamp\n";
stringMessage += msg.get("timestamp") + "\n";
stringMessage += "topic_urn\n";
stringMessage += msg.get("topic_urn") + "\n";
stringMessage += "type\n";
stringMessage += msg.get("type") + "\n";
return stringMessage;

}

private static String buildNotificationMessage(Map<String, String> msg)
{
String stringMessage = "message\n";
stringMessage += msg.get("message").toString() + "\n";
stringMessage += "message_id\n";
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Node.js

stringMessage += msg.get("message_id").toString() + "\n";
if (msg.get("subject") != null){

stringMessage += "subject\n";

stringMessage += msg.get("subject").toString() + "\n";
}
stringMessage += "timestamp\n";
stringMessage += msg.get("timestamp").toString() + "\n";
stringMessage += "topic_urn\n";
stringMessage += msg.get("topic_urn").toString() + "\n";
stringMessage += "type\n";
stringMessage += msg.get("type").toString() + "\n";
return stringMessage;

const fs = require('fs');
const crypto = require('crypto');
const jsrsag = require('jsrsasign');

*RIHEER

* @param pemFile & HFIEIR R (FEEIARMIEBIHFIZR)
* @param signature {FISIFRISZE

* @param message SSIFHHERS

* @returns {boolean} true: EZEIILET; false: FEZFERIEFEL

i
function verifyMessage (pemFile, signature, message) {
const pubPem = fs.readFileSync(pemFile);
const verify = crypto.createVerify(signatureAlgorithm(pubPem));
verify.update(buildSignMessage(message));
const verifyResult = verify.verify(pubPem, signature, 'base64');
if (verifyResult) {
console.log("verify success");
return true;
} else {
console.log('verify failed, result: ' + verifyResult);
return false;
}
}

* MIEBHIRINEZEIE

i

function signatureAlgorithm(pubPem) {
const certObject = new jsrsag.X509();
certObject.readCertPEM (pubPem.toString());
let algorithm = certObject.getSignatureAlgorithmField();
if (algorithm.split('with').length > 1) {

}

return algorithm;

}

algorithm = algorithm.split(‘with')[1] + '-' + algorithm.split('with')[0];

function buildSignMessage(msg) {

const type = msg.type;

let message = ";

if (type === 'Notification') {
message = buildNotificationMessage(msg);

} else if (type === 'SubscriptionConfirmation') {
message = buildSubscriptionMessage(msg);

}

return message;

}

function buildNotificationMessage(msg) {
let signMessage = 'message\n' + msg.message + '\n';
signMessage += 'message_id\n' + msg.message_id + '\n';
if (msg.subject) {

N5k 01 (2024-04-15)
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signMessage += 'subject\n' + msg.subject + '\n';
}
signMessage += 'timestamp\n' + msg.timestamp + '\n';
signMessage += 'topic_urn\n' + msg.topic_urn + '\n';
signMessage += 'type\n' + msg.type + '\n';
return signMessage;
}
function buildSubscriptionMessage(msg) {
let signMessage = 'message\n' + msg.message + '\n';
signMessage += 'message_id\n' + msg.message_id + '\n';
signMessage += 'subscribe_url\n' + msg.subscribe_url + "\n';
signMessage += 'timestamp\n' + msg.timestamp + '\n';
signMessage += 'topic_urn\n' + msg.topic_urn + '\n';
signMessage += 'type\n' + msg.type + '\n';
return signMessage;
}
() #ee
ZRBUCEEEENodejs v14.17 5RA ELEiEd
Ay ——
GO IES
package demo
import (
"bytes"
"crypto"
"crypto/rsa"
"crypto/x509"
"encoding/base64"
"encoding/json"
"encoding/pem"
"fmt"
"io/ioutil"
)
type Message struct {
Signature string “json:"signature"”
Subject *string “json:"subject"”
TopicUrn string “json:"topic_urn""
Messageld string “json:"message_id""
SignatureVersion string “json:"signature_version""
Type string “json:"type"®
Message string “json:"message"”
SubscribeUrl  string “json:"subscribe_url""
UnsubscribeUrl string ‘json:"unsubscribe_url""
SigningCertUrl string “json:"signing_cert_url"™
Timestamp string “json:"timestamp"®
}
func VerifyMessage(pemFile string, message string) bool {
msg := Message{}
err := json.Unmarshal([]byte(message), &msg)
if err !=nil {
fmt.Println("Convert json to struct failed")
return false
}
pemContent, err := ioutil.ReadFile (pemFile)
if err !=nil {
fmt.Println("Read pem file failed")
return false
certDerblock, _ := pem.Decode(pemContent)
if certDerblock == nil {
fmt.Println("Decode pem file failed")
return false
}
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cert, err := x509.ParseCertificate(certDerblock.Bytes)
if err !=nil {

fmt.Println("Parse cert failed")

return false

}

msgString := buildMessage(&msg)
msgHash := crypto.SHA256.New()

msgHash.Write([]byte(msgString))
msgHashSum := msgHash.Sum(nil)

decodeSign, _ := base64.StdEncoding.DecodeString(msg.Signature)

publicKey := cert.PublicKey.(*rsa.PublicKey)
err = rsa.VerifyPKCS1v15(publicKey, crypto.SHA256, msgHashSum, decodeSign)
if err !=nil {
fmt.Println("Verify failed")
return false
}else {
fmt.Println("Verify success")
return true
}
}

func buildMessage(msg *Message) string {
if msg.Type == "Notification" {
return buildNotificationMessage(msg)
} else if msg.Type == "SubscriptionConfirmation" || msg.Type == "UnsubscribeConfirmation" {
return buildSubscriptionMessage(msg)
}
return

}

nn

func buildNotificationMessage(msg *Message) string {
buf := bytes.Buffer{}
buf.WriteString("message\n" + msg.Message + "\n")
buf.WriteString("message_id\n" + msg.Messageld + "\n")
/] msgHRfETESubjectEBRAGFHENIGS, TESHAE
if msg.Subject != nil {
buf.WriteString("subject\n" + *msg.Subject + "\n")
}
buf.WriteString("timestamp\n" + msg.Timestamp + "\n")
buf.WriteString("topic_urn\n" + msg.TopicUrn + "\n")
buf.WriteString("type\n" + msg.Type + "\n")
return buf.String()
}

func buildSubscriptionMessage(msg *Message) string {
buf := bytes.Buffer{}
buf.WriteString("message\n" + msg.Message + "\n")
buf.WriteString("message_id\n" + msg.Messageld + "\n")
buf.WriteString("subscribe_url\n" + msg.SubscribeUrl + "\n")
buf.WriteString("timestamp\n" + msg.Timestamp + "\n")
buf.WriteString("topic_urn\n" + msg.TopicUrn + "\n")
buf.WriteString("type\n" + msg.Type + "\n")
return buf.String()

AR
ZEEIBEEgo 1.150RA L@
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